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ABSTRACT

The article analysed the impact of artificial intelligence (Al) on the creation of child sexual abuse content,
an emerging problem within cybercrime. In the introduction, Al was presented as a technology capable of
imitating human cognitive functions, highlighting its potential for both progress and illicit uses, especially
in digital environments. During the development, it explained how generative Al was used by criminals to
produce CSM (Child Sexual Abuse Material) without the need for physical contact with real victims. It showed
how this technology made it possible to create hyper-realistic images and fake sexual videos of minors,
generating a new form of victimisation. Various international reports, such as those by the Internet Watch
Foundation and the National Centre for Missing and Exploited Children, revealed an alarming increase in
this content on the web, as well as the difficulty in distinguishing it from real material. In addition, legal
weaknesses in countries such as Argentina, where specific regulations to punish these technological crimes
had not yet been established, were addressed. In conclusion, the need for an interdisciplinary response
combining legislation, education, technology and social awareness was raised. It was argued that without
adequate regulatory frameworks and preventive strategies, Al could become a dangerous tool for facilitating
crime. Finally, it was emphasised that protecting children and adolescents from these new digital threats
should be an urgent priority on the public agenda.
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RESUMEN

El articulo analizd el impacto de la inteligencia artificial (IA) en la creacion de contenido de abuso sexual
infantil, una problematica emergente dentro de la cibercriminalidad. En la introduccion, se presento a
la IA como una tecnologia capaz de imitar funciones cognitivas humanas, destacando su potencial tanto
para el progreso como para usos ilicitos, especialmente en entornos digitales. Durante el desarrollo, se
explico como la IA generativa fue utilizada por delincuentes para producir MASI (Material de Abuso Sexual
Infantil) sin necesidad de contacto fisico con victimas reales. Se expuso como esta tecnologia permitio crear
imagenes hiperrealistas y videos sexuales falsos de menores, generando una nueva forma de victimizacion.
Diversos informes internacionales, como los de la Internet Watch Foundation y el National Center for Missing
and Exploited Children, revelaron un alarmante incremento de estos contenidos en la web, asi como la
dificultad para diferenciarlos de materiales reales. Ademas, se abordaron las debilidades legales en paises
como Argentina, donde aln no se habian establecido normativas especificas para sancionar estos delitos
tecnologicos. En la conclusion, se planteo la necesidad de una respuesta interdisciplinaria que combinara
legislacion, educacion, tecnologia y concientizacion social. Se argumenté que, sin marcos normativos
adecuados ni estrategias preventivas, la IA podria convertirse en una herramienta peligrosa para facilitar
delitos. Finalmente, se enfatizo que proteger a nifos y adolescentes frente a estas nuevas amenazas digitales
debia ser una prioridad urgente en la agenda publica.
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INTRODUCTION

Artificial intelligence has transformed everything from industrial automation to the personalization of
digital content. To begin with, Al can be defined as: “Al is the design of processes that, when executed on a
physical architecture, produce results that maximize a certain measure of performance. These processes are
based on sequences of inputs that are sensed and stored by the aforementioned architecture (in the hands of
an ALGORITHM)”.™

“Colloquially, the term artificial intelligence is applied when a machine mimics the cognitive functions that
humans associate with other human minds, such as perceiving, reasoning, learning and problem-solving”. This
ability to mimic cognitive processes and automate complex tasks has not only revolutionized sectors such as
industry and communication but also enabled significant advancements in other fields. Still, it has also opened
up new opportunities for the misuse of technology in criminal activities, especially in the digital realm. Based
on this, these advances in Al raise ethical issues; as Gabriela Ramos, Assistant Director-General for Social and
Human Sciences at UNESCO, points out, “these rapid changes also raise profound ethical dilemmas, arising from
the potential for Al-based systems to reproduce biases, contribute to climate degradation and threaten human
rights, among others”.®

Furthermore, artificial intelligence has created a unique opportunity for criminals to produce an infinite
amount of child sexual abuse content. All Al-generated variants of such content are illegal, regardless of
whether they depict a real child.®

As the Internet Watch Foundation mentions, “the majority of Al child sexual abuse images identified by IWF
analysts are now realistic enough to be treated as real images under UK law”. The IWF indicates that, even for
specialized and experienced analysts, it is tough to differentiate Al-generated MASI as they appear too realistic.
® Hence, the importance of analyzing this new and challenging-to-detect problem requires both preventive
measures and legislation on the part of governments, as well as awareness-raising among citizens.

This phenomenon has shown alarming growth, prompting various organizations to produce detailed reports.
A growing trend has been identified in which artificial intelligence is being exploited to make child sexual abuse
material. The initial report in October 2023 revealed the presence of over 20,000 Al-generated images on the
dark web forum in one month, with over 3,000 showing criminal child sexual abuse activities. Since then,
the problem has escalated in severity. According to the updated July 2024 report, not only has there been an
increase in the number of images generated, including more serious images, but video generation has also been
recorded. Moreover, these are no longer only posted on the dark web but also on the surface web.®

In 2023, the CyberTipline of the National Center for Missing and Exploited Children received 4700 reports
linked to child sexual abuse material or sexually exploitative content using Generative Artificial Intelligence
(GAIl) technology. This type of material, known as GAlI MASI, shows images of digitally created children in
sexually explicit situations and can be produced on demand by users of specific generative Al platforms. In
addition, this technology allows for the creation of sexually explicit deepfake-style images and videos, starting
from an innocent photo of a real child to generating a computerized version of a sexually explicit child.®
With sexual content. This significant increase in reports and the evolution of techniques used to create CSAM
underscore the urgency of addressing the problem comprehensively.

In the local context, there is an increasing number of reports and a growing visibility of these illegal actions.
The Cybersecurity Centre of the Province of Buenos Aires published a note on its website warning that authentic
images can be modified to create pornography, called ‘deep nudes,’ constituting a severe form of cyberstalking
and violation of people’s sexual integrity. Artificial intelligence can transform our lives, but it also presents
challenges that must be addressed proactively. Having preventive measures and tools in place to reduce risks
is essential, ensuring the responsible use of these technologies.®

CSAM (child sexual abuse content) generated by Al can be both synthetic and real-life.” According to
Cordeiro (2024): “This content poses a dual threat: by itself it enables the generation of new and harmful CSAM
and, simultaneously, Al tools allow criminals to access and disseminate other CSAM at a faster rate than ever
before.” Illicit content can include manipulated images of real minors or artificial creations. The ability of Al
to generate content that did not previously exist is known as “generative” capability and increases the risk to
potential victims of CSAM of allowing the creation of these images.

Protecting children and adolescents from the impact of child sexual abuse material produced with generative
artificial intelligence involves education and support from adults.

From adults. The opportunity to guide young people in using this tool safely and understanding the risks of
misusing it to create such content.® This educational approach highlights the need for prevention strategies
for the responsible use of Generative Artificial Intelligence (GAl) and to promote the risks and consequences
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associated with the creation of Child Sexual Abuse Material to prevent it and protect minors.

These illicit activities can be directly related to criminology, primarily through the theory of criminal
activities. This approach offers both macro and micro-level explanations for the configuration of crime rates.
At the micro level, it is argued that crime typically occurs when a potential offender encounters a suitable
target in the exact location, absent a capable guardian to prevent the crime.®

Complementarily, at the macro level, social organization and the routines of daily life will increase the
likelihood of convergence between offenders and targets in specific places and at particular times.® In
this context, it could be considered that offenders find artificial intelligence a tool that facilitates criminal
opportunities. Quick access to information and the lack of need for direct contact with victims simplify the
commission of these crimes. Finally, the absence of a ‘capable watchdog’ manifests itself in the lack of
regulations, implementation, and knowledge necessary to prevent these acts effectively.

Technology has advanced exponentially, and artificial intelligence has integrated into many aspects of our
daily lives, transforming and automating tasks in ways that once seemed impossible. However, what happens
when this powerful tool is used for criminal purposes and without proper oversight? The everydayness of Al in
society has not been thoroughly analyzed in terms of its potential risks, especially in sensitive contexts such as
facilitating crime. The technology that drives progress can also become a dangerous weapon if its ethical and
criminal implications are not assessed and managed.

DEVELOPMENT

The production and distribution of Child Sexual Abuse Material (CSAM) using Artificial Intelligence (Al)
tools poses a new paradigm in digital criminology. This issue must be understood from a multidisciplinary
perspective that includes legal, social, technological, and criminological analysis. The theoretical framework
underpinning this research is structured around four fundamental pillars: the definition and application of Al,
the conceptualization of MASI, the legal vacuum in its regulation, and the criminological theory of routine
activities.

Artificial Intelligence (Al)

Al is defined as the set of systems or machines that mimic human intelligence to perform tasks and can
iteratively improve on the information they gather. According to Boden,® it aims to simulate human cognitive
functions, such as reasoning, learning, and problem-solving. These systems rely on perceived and stored inputs
to generate intelligent responses and actions. Al has become a fundamental tool in various fields, but its
misapplication poses serious ethical and criminal risks.

Child Sexual Abuse Material (CSAM)

CSAM comprises any visual depiction of minors engaged in sexual activities or for sexual purposes. According
to the Convention on Cybercrime, this also includes artificially generated hyper-realistic depictions. Various
organizations, such as the Ministerio Publico Tutelar de Buenos Aires(? and Humanium® agree that the term
‘child pornography’ is inappropriate because it trivializes the violent nature of the crime. MASI’s concept
underlines that these materials are evidence of abuse and not voluntary sexual content.

Legal Loopholes and Draft Legislation

The current regulatory framework is insufficient to address the creation of CSAM through the use of Al. In
Argentina, there is currently no specific law regulating the use of Al in criminal contexts, although projects
are underway to reform Article 128 of the Penal Code.*'*' These bills seek to punish the generation and
distribution of child sexual content through deepfakes and other Al technologies. Internationally, some US
states have legislated on non-consensual deepfake pornography, but the results are still limited.(®

From environmental criminology, routine activities theory® posits that crime occurs when a motivated
offender, a suitable target, and the absence of a capable guardian come together.17:1819.20) |n the digital context,
Al has increased the number of available targets (digitally represented children), reduced the need for physical
contact with victims, and weakened the role of guardians due to the lack of legislation and control on virtual
platforms. Thus, Al functions as a catalyst that facilitates crime and complicates its detection. @"22.23.29

Al-facilitated CSAM represents an emerging phenomenon in cybercrime that challenges traditional categories
of criminal law and criminological theory.?52627.28 This theoretical framework allows us to understand how
technology, in the absence of regulation and surveillance, can be instrumentalized for the commission of
highly harmful and difficult-to-detect crimes.®%3:31:32.33) Thys, it is essential to address this problem from an
interdisciplinary approach that combines technology, law, criminology, and education.

CONCLUSIONS
Artificial intelligence has significantly enhanced human capabilities in various areas, including the
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automation of processes and the creation of digital content. However, its application in criminal contexts poses
unprecedented and urgent challenges. In particular, the generation of Child Sexual Abuse Material (CSAM)
through Al tools represents a tangible threat to the integrity of children and adolescents while also highlighting
the normative, ethical, and technological limitations of our societies.

Through the analysis developed, it is found that CSAM generated by Al not only reproduces the harms of
traditional representations of child sexual abuse but also amplifies its scope and complexity. This content
can be produced without physical contact with a victim, which dilutes the perceived risk on the part of the
aggressor but does not diminish the social harm or the need for protection. Indeed, the “generative” capacity
of Al - that is, its ability to create unpublished images from existing data - allows for the mass creation of illicit
content, even using manipulated real photos of minors. This introduces a new level of victimization, where the
image can be exploited without the victim’s knowledge.

An inadequate legal framework further exacerbates the situation. As mentioned above, Argentinean
legislation does not yet specifically address the generation of ADR through Al. Although there are parliamentary
proposals to reform Article 128 of the Penal Code, its implementation remains incipient. At the international
level, some legislative initiatives have begun to consider these issues, but there is no global consensus or
uniform protocol to guarantee effective responses. This lack makes the absence of a ‘capable gatekeeper,’ a
central concept in the theory of routine activities, one of the main risk factors for the proliferation of these
crimes.

From a criminological perspective, the use of Al as a criminal tool is driven by a convergence of enabling
factors: technological ease, anonymity, perceived impunity, and a growing supply of platforms with increasingly
powerful functionalities. Routine activity theory helps explain how the availability of targets (digitally
represented minors), the motivation of the offender, and the weakness of control mechanisms work together to
facilitate the commission of crime. Thus, Al is not only presented as a technical tool but also as a criminological
enabler.

In this scenario, an interdisciplinary response is indispensable. The design of public policies must integrate
the legal dimension, with the enactment of updated laws; the technological dimension, with the development
of algorithms capable of detecting and blocking CSAM content; the educational dimension, with awareness-
raising programs aimed at citizenship and the responsible use of Al; and the social dimension, with strategies to
support victims and their environments. The protection of the rights of children and adolescents must become
a top priority in regulating the digital environment.

In short, the advance of artificial intelligence requires an ethic of shared responsibility. Only through the
articulation between the State, civil society, academia, and the private sector will it be possible to mitigate
the adverse effects of this technology and promote its use for beneficial purposes, guaranteeing the dignity,
integrity, and security of the most vulnerable sectors of society.
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